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OVERVIEW OF
COMPUTER SECURITY

• COMPUTER SECURITY RESTS ON 
CONFIDENTIALITY, INTEGRITY, AND 
AVAILABILITY.

• OPEN ACCESS ENVIRONMENTS AND 
“UNTRUSTED USERS”



COMMON THREATS & 
VULNERABILITIES

• 250,000
• 9,163
• 1,000
• 49
• 11.9



LiveCD

• A LiveCD IS AN OPERATING SYSTEM & 
APPLICATIONS STORED ON A BOOTABLE
COMPACT DISC (CD)

• THE LiveCD CREATS A RAMDISK WITHIN 
THE RANDOM ACCESS MEMORY (RAM) 
WHERE THE OS & APP FILES "RUN"

• A CLIENT SYSTEM CAN BE RETURNED TO 
ITS ORIGINAL STATE BY REBOOTING THE 
PC AND EJECTING THE CD



METHODOLOGY

• EXPERIMENTATION
• HOST INTEGRITY
• CORPORATE COMPUTER FORENSICS
• FOR CORPORATE INVESTIGATORS 

AVAILABILITY OF SERVICE IS THE PRIMARY 
OBJECTIVE



TOOLS & EQUIPMENT
• GFI LANGUARD SYSTEM 

INTEGRITY MONITOR
• HOST LOGS
• STEEL INVENTORY
• ETHEREAL
• GFI LANGUARD NETWORK 

SCANNER
• MICROSOFT BASELINE 

SECURITY ANALYZER
• NeWT (NESSUS FOR 

WINDOWS)
• HELIX INCIDENT RESPONSE & 

COMPUTER FORENSICS
• SECUREPOINT NETWORK 

TEST TOOL
• AD-AWARE

• DELL OPTIPLEX GX110 
DESKTOP PC

• COMPAQ 1720 FLAT 
PANEL MONITOR

• LINKSYS ETHERFAST 
10/100 5-PORT 
WORKGROUP SWITCH

• DELL LATITUDE C600 & 
ACER ASPIRE 3623 
LAPTOPS



USER TASKS

• DOWNLOAD EXTRA SOFTWARE
• CREATE A WORD DOCUMENT
• SEND AN EMAIL WITH A FILE 

ATTACHED
• PLAY SEVERAL ONLINE GAMES



WINDOWS 2000
BASELINE

• WINDOWS 2000 PROFESSIONAL W/SP4 AND 
OFFICE XP

• DEFAULT USER PRIVILEDGES (NO ADMIN RIGHTS)
• FLASH PLUG-IN ALREADY INSTALLED
• 45 PATCHES FOR OS & OFFICE SUITE
• OPEN PORTS

– SMTP (25/TCP)
– POP3 (110/TCP)
– EPMAP (135/TCP)
– NETBIOS-SSN (139/TCP)
– MICROSOFT-DS (445/TCP)
– BLACKJACK (1025/TCP)
– NETBIOS-NS (137/UDP)



WINDOWS 2000
TESTING

• WINDOWS HIGHLIGHTS
– NONE OF THE MALWARE FULLY INSTALLED –

EXCEPTION WAS ACTIVESHOPPER.COM
– 1 SECOND EACH FOR INTERNET EXPLORER & 

MS WORD TO LAUNCH
– NETWORK “CHATTER”
– SETUP FILES FOR MALWARE RESIDED IN THE 

TEMPORARY INTERNET FILES DIRECTORY
– COOKIES



WINDOWS 2000
ETHEREAL PACKET SNIFFING



WINDOWS 2000
ACTIVESHOPPER IN THE

TEMPORARY INTERNET FILES FOLDER



KNOPPIX LiveCD
BASELINE

• KNOPPIX 4.0.2 DEBIAN-BASED LINUX
• LiveCD AS A PLATFORM
• ZERO CONFIGURATION
• OPEN PORTS

– SMTP (25/TCP)
– BOOTPC (68/TCP)
– POP3 (110/TCP)



KNOPPIX LiveCD
TESTING

• KNOPPIX DURING TESTING
– 17 SECONDS FOR MOZILLA FIREFOX TO LAUNCH
– 59 SECONDS FOR OPEN OFFICE WRITER TO LAUNCH
– WINE UTILITY ENABLED PHOTOGIZMO TO INSTALL VIA AN 

ActiveX CONTROL.  ALSO CREATED A FOLDER NAMED “MY 
PICTURES” IN THE HOME DIRECTORY

– SETUP FILES FOR MALWARE RESIDED IN THE INTERNET 
CACHE

– COOKIES
– NOT AS MUCH NETWORK “CHATTER”
– PROPRIETARY FLASH PLUG-IN WOULDN’T INSTALL



KNOPPIX LiveCD
ETHEREAL PACKET SNIFFING



KNOPPIX LiveCD
FLASH PLUG-IN

• MACROMEDIA FLASH PLUG-IN FOR FIREFOX WEB 
BROWSER

# of attempts to install the Flash plug-in for Mozilla Firefox web 
browser

17%

7%

76%

1 to 5
6 to 9
10 plus (didn't install)



SUMMARY & CONCLUSIONS

• WINDOWS IS VIABLE
• LiveCD NEEDS CUSTOMIZATION
• COST vs. USABILITY



MY THOUGHTS

• NON PROFITS
• BUSINESSES
• AVAILABILITY



LESSONS LEARNED

• CUSTOMIZE THE LiveCD



FIN

• COMMENTS?
• QUESTIONS?
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